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Abstract

The extension of access control, authentication mechanism and cryptography has been well addressed in
different research communities during recent times. Consequently, the fault tolerance /ms also been emerged
as a prime parameter in designing different web enabled operating system and server manzzgement These
both contemplations of distributed system are appealing enough to implement the algorithm of fault tolerance

and security issues.
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Introduction

1.1 Overview

ecent researches have been accomplished in
Rhc broader paradigm of distributed system.
rimarily the examples of distributed system

have been categorized into Internet, Intranet and
even in the form of mobile and ubiquitous
computing [1] [2]. Several interesting phenomena
have been evolved. Load balancing, enhancing of
system throughput etc also became operational to
improve the resource utilization and reduce the
“completion time of the process. The significant
works [3] [4] exhibit the different forms of load
balancing either be static and dynamicin distributed
computing. The data in our system consists of a
collection of items that we call active objects. An
object could be a file say or a Java object. But each
such logical object is implemented by a collection
of physical copies called as replicas. The replicas are
physical objects each stored at a single computer
with data and behavior that are tied to some degree

of consistency by the system operation. Therefore
there must be well defined algorithms to tackle the
issues of replicas and group communication
especially under crash. Besides the group
coordination under crisis, the general form of all
distributed system also suffers serious security threats,
a pattern for usage monitoring across the distributed
system network and files. Since the fault tolerance
and security maintenance is co-relational issue, and
the sudden alterations could also prove the level of
system adoption, so it would be appreciable, if any
adaptation manager with a security metrics can be
solicited. The application of software metrics has
proven to be smart and penetrating technique for
improving the quality of software design and
implementation [5]. This proposal would like to
incorporate these all issues and effectively proposes
an innovative model of adaptive distributed system
backed up by the Adaptation Manager, which
significantly reciprocates as per the sudden alterations
made in system modeling, file architecture, group
communication etc.
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1,2 Preliminaries on Adaptive Distributed
System

The following section describes the basics
ol conventional adaptive distributed system [6].
Aduaptive software — that is, software that can change
its behavior at runtime — has a number of potential
bienefits, ranging from the ability to respond rapidly
(0 security threats to the opportunity to optimize
performance as characteristics of the underlying
exccution environment change. The value is
pecially pronounced in distributed systems, which
are arguably more prone to the type of situations
that would benefit from an adaptive response.
Unfortunately, implementing adaptive software is
also more challenging in such systems for a variety
ol reasons, including the need to coordinate
adaptation among multiple machines. A number of
issues have to be addressed to construct such adaptive
software, especially software that supports graceful
adaptation in a distributed system. These include:

o Change detection: It involves detecting
changes and determining if they are
significant enough to warrant adaptation.
It is generally not feasible to centralize
detection into one component even onasingle
host, so any number of different components
may be involved. In a distributed system,
global agreement is also often needed to
determine whether a change has occurred and
an adaptation should be made.

¢ Adaptation policy: Involves deciding which
layers and which components within a layer
should make an adaptation once a change

has been detected. There are typically multiple

options involving various tradeoffs.

¢ Coordination: It involves doing an
adaptation in a coordinated manner so that

both component and system functionality

are preserved while the adaptation is in
progress. Two types of coordination may

. be needed inter-component coordination that
“toordinates adaptations across adaptive
components and layers on a given host, and
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inter-host coordination that coordinates
adaptations across hosts in a distributed systems.

1.3 Problem Statement

Mathematically, I would like to present a
scgnario of distributed system, whichhas to be made
adaptive through the proposed model of algorithm
and also to ensure the security of the distributed
system. Considering the sequence of modifications
to a file F in a volume that is replicated at 3 servers,
S,»S,,and S, the voluime storage group for Fis {
S, 5,8, ). Fis modified about the same time by
two clients C,, C,. On account of network fault
C, can access only S and§, (Cs available volume
storage is {S, S.}) and C, can access onl),r}-S3 (Cs
available volume storage is {Sa})'

The following observations are made:

¢ Initially the vector associated with the file
F forall 3 servers are the same; let us consider
itas[1, 1, 1].

¢ C, runs a process that opens F, modifies it

and then closes it. The main server process
of C, broadcasts an upgrade message to its
available volume storage  {S, S}, finally

resul[irig a new version of F and the vector
[2,2,1] at S, and S, but no change in S..

¢ Meanwhile C, runs two processes each of
which opens F modifies it and then closes
it. The main server process at C, broadcasts
an update message to its available volume
storage {S,} after each modification. Finally
resulting a new version of F and the file
vector [1, 1, 3] at S..

¢ At some time later, the network fault is
repaired and C, makes a routine check to
see whether the inaccessible members of
volume storage group have become
accessible and discover that S, and S, are
now accessible. It modifies its available
volume storage to {S,, S,, S,} for the volume
containing F and requests the file vector forF
from all members of the new available volume

storage. When they arrive, C, discovers that
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Sy and S, each have file vectors
whereas S, has [1, 1,
conflict requiring a manual intervention to

2, 2,4l
3]. This represents a

bring Fup o date ina manner that minimizes
the loss of update information.

The above scenario clearly

importance of smart adaptive manager in

monitoring the distributed system- One major
observation has been made out of it is the process
Jifetime which gives an indication about the
longevity of the task on processot node irrespective
of client and server. The presence of alonger process
lifetime in 2 node doesn’t allow it to share the task
sets. This creates 2 disbalancing faulty situation
where security of the system can be challenged.
Certain new generation proposed algorithms are
prcsentcd in this proposal encompassing the
preemptive migration theory, which allows the
cransfer of the task to the lightly loaded node at
lighter communication overhead thus makes the
system self adaptable and secured.

The threshold load level (Lthi) of processor
1 in the non directed graph G (V;E) att=0 is given

as

Lthi= ¢
Here the average life time )s of a process on processor iis
¢=1m%T,
if,
>, then for preemptive migration,
vl
where ¥ ,= 1 is preemptive cransfer eligibility

indicator which can be 1 or 0.
2 Implemcntation Model

High Level Description of Fault Tolerance and
- Adjustment

: iS{ep 1. Calculate Lthi
Step 2. Check for pmlanging task t.

Ilto check whether the process life time ¢t is
more than the average life time.
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Step 3. refer she trace of fault in section 1.1
Step 4. import call_back _ﬁzulgz( )

Step 5 Calculate overhead
< If overhead observed < overhead max. then
sransfer  the task and — update
ca!l_back_ﬁmf@( )
Endif
Else
Continue loop on Step 1.
Initialize a metric Alert (nx m)
Check for sparse and strum sequence
/| Sparse indicates the fﬂuf:y traces in
immediate past
and strum produces comparison. /
Record and update metric Alert for each
process call.
Exit all processes
Stop.

2.1 Metric Proposition

Let A be the Alert Matrix, assuming a real
symmetric tri-diagonal matrix of size n X M given

below

a, b, 0...0
b, a, . b,..
PR et
0.. 'bn-l in-‘l n
0...0 b, 2

method chat has been

adopted here t© fabricate the security matrix is €

The particular

generatea sequence called as strum sequence: This
property states that number of sign changes in the
successive members of the sequence (in the form of
process and resources in distributed systems) s equal
to the number eigen value of distributed
components which are less than A

Therefore, the sequence will be like:

f;,(?»):l
fl(k)=al—1,
fmo\’)z(am -\) ﬁo‘)‘bzm

1<=i<=n-1
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Conclusion and Contribution of Research

Massive parallel distributed system is
gaining popularity due to the high level scaling
and reduced support file vector and access
~ parameters. Similarly, the recent trend of server
configuration and network intrusion detection also
put forward the idea of innovative algorithm which
takes care of process part in adaptive system, at
the same time it covers up the intrusion if any
occurs in the distributed resources. This proposal
is an effort to implement the overview of this
algorithm considering the distributed systems.
The web component and web programs are also
in the purview of this proposal.
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